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Dan Alfin, special agent, FBI Violent
Crimes Against Children Section:

“"It's the same with any criminal violation: As
they get smarter, we adapt, we find them.

It’s a cat-and-mouse game, except it’s not a
game. Kids are being abused, and it’s our job

to stop that.”
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The legal framework

= The legal framework;
1 Convention on Cybercrime

2 European Convention on Human Rights (ECHR)

3 EU law

3 National substantive and procedural laws
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European Convention on Human
Rights (ECHR)
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Surveillance methods in Norway

-Communication monitoring (including traffic data, IMSI catcher, hidden sms)
-Data security

-Audio surveillance

-Data reading (governmental hacking)

-Camera surveillance in public and private locations

-Release orders, search warrants and seizures without notification.
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The Criminal Procedure Act
§ 216 0and § 216 p

What is a computersystem;

-Objects consisting of hardware and software

-User accounts for network-based communications and storage services
- Requires identification of the datasystem

- Requires a link to the suspect
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Legal aspects of jurisdiction

= Are there international difficulties with the use of governmental hacking-
methods to investigate internet users who have used anonymizing software
to twart law enforcement investigations?

= Does governmental hacking-methods violates international laws?

= To what extent should national police be able to use information obtained
by methods that are not allowed in their own country?
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